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AGENDA
What are Static Pods?
Why are these interesting?



BOOTSTRAPPING
Kubernetes often runs the control plane as pods



sequenceDiagram
    participant k as kubelet

    participant cp as Control plane
    k->>cp: Do you have any pods for me?

    cp->>k: Yes. Yes I do
    k->>cp: Okay, I'll run those



But the control plane determines which pods run



sequenceDiagram
  participant k as kubelet

    participant cp as The Void
    k->>cp: Do you have any pods for me?

    k->>cp: Hello?
    k->>cp: Well now what do I do?



So how do we make the control plane pods run?



STATIC PODS







sequenceDiagram
  participant k as kubelet

  participant s as static pods
    participant cp as The Void

    k->>cp: Do you have any pods for me?
    k->>s: How about you?

    s->>k: Yep, some static pods



sequenceDiagram
  participant k as kubelet

  participant s as static pods
    participant cp as API Server

    k->>cp: Do you have any pods for me?
    k->>s: How about you?

    s->>k: Yep, some static pods
    cp->>k: Now I have these other pods



Pods are running. How do we see them?





These are pods, and we can restrict pods



ADMISSION CONTROL
Node Authorization
Pod Security Standards
Third Party



Let's try it out







root@kind-control-plane:/# journalctl -u kubelet | grep standard-pod
Oct 12 13:38:16 kind-control-plane kubelet[693]: I1012 13:38:16.210457     693 pod_startup_latency_tracker.go:104] 
"Observed pod startup duration" pod="baseline/standard-pod-kind-control-plane" podStartSLOduration=18.210431419 
podStartE2EDuration="18.210431419s" podCreationTimestamp="2024-10-12 13:37:58 +0000 UTC" firstStartedPulling="0001-01-01 
00:00:00 +0000 UTC" lastFinishedPulling="0001-01-01 00:00:00 +0000 UTC" observedRunningTime="2024-10-12 
13:38:16.210392461 +0000 UTC m=+55.347144485" watchObservedRunningTime="2024-10-12 13:38:16.210431419 +0000 UTC 
m=+55.347183443"



root@kind-control-plane:/# journalctl -u kubelet | grep privileged-pod
Oct 12 13:38:00 kind-control-plane kubelet[693]: E1012 13:38:00.645679     693 kubelet.go:1915] "Failed creating a 
mirror pod for" err="pods \"privileged-pod-kind-control-plane\" is forbidden: violates PodSecurity \"baseline:latest\": 
privileged (container \"privileged-pod\" must not set securityContext.privileged=true)" pod="baseline/privileged-pod-
kind-control-plane"









NON-EXISTENT NAMESPACES



Oct 12 21:44:29 kind-control-plane kubelet[693]: E1012 21:44:29.888186     693 kubelet.go:1915] "Failed creating a 
mirror pod for" err="namespaces \"fake-ns\" not found" pod="fake-ns/fake-ns-pod-kind-control-plane"





USES



QUESTIONS
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