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Title

Intro to SIG-Security

Kubernetes SIG Security takes a community based approach to improve security for 
Kubernetes users and the project itself.

A horizontal SIG, we work together with our sibling SIGs to help them maintain and 
improve the security of code in their area. We also maintain security-related tools and 
processes used by the project overall, such as the CVE feed and external audits.

We have grown organically, attracting and nurturing contributions from all sorts of 
people, from experts to beginners.
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Docs Tooling Third Party 
Audit

The Subprojects
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Future Plans

● 2025 Third Party Audit
● Ensure that the Kubernetes docs 

cover the security essentials
● Strengthen relationships with 

other SIGs
● Contribute to external 

kubernetes security 
documentation 
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Title

Third Party Audit

Everyone loves an audit
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Title

Third Party Audit

A bit of history

7



Title

Third Party Audit

Current state
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Title

What is SIG-Security-Docs?

this subproject works across SIGs to 
improve the security content of 

Kubernetes documentation, as well 
as independently create security 

docs in the form of concepts/blogs

9



Title

Why Write Docs?

Build your understanding of project features
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Title

Why Write Docs?

Learn cool new things about Kubernetes
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Title

Why Write Docs?

Working with other parts of the project
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Title

What are SIG-security tooling goals

- Build and improve security of Kubernetes by working 
across SIGs and other sub-projects.

- Create space for new contributors to share and learn.
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Title

How can you join the tooling subproject

- We have meetings at 14:00 UTC every other Friday
- You can propose learning sessions to present security 

tooling related work you’ve been working on!
- Or just join the working sessions to progress together.
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Snyk scanner maintenance
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Snyk scanner maintenance
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Official CVE feed

17



Official CVE feed
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Official CVE feed
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Official CVE feed
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Trying to merge CVE feed efforts
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Trying to merge CVE feed efforts
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Trying to merge CVE feed efforts
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How can you get involved?

#sig-security

K8s Slack
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SIG Security

README & 
Mailing list



Thank you!

Questions!?
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